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1. Introduction 

The Cybersecurity and Infrastructure (CSI) Research Hub at Strathmore University is a 
multidisciplinary center dedicated to advancing research, training, and innovation in 
cybersecurity and critical infrastructure protection. Established as part of the School of 
Computing and Engineering Sciences, the hub serves as a convergence point for academia, 
industry, and government in addressing the evolving landscape of cyber threats and digital 
resilience. 

The modern world is increasingly dependent on interconnected systems such as energy grids, 
transportation networks, healthcare systems, financial institutions, and telecommunication 
infrastructure. While these systems bring immense benefits, they also present a high-value target 
for cybercriminals, hacktivists, and nation-state actors. The CSI Research Hub was founded to 
bridge the knowledge gap between emerging threats and effective defense strategies, fostering a 
secure and trustworthy digital ecosystem in Kenya, Africa, and beyond.  



 

2. Vision and Mission 

Vision:​
To be a leading center of excellence in cybersecurity research and infrastructure protection, 
recognized for innovative solutions, impactful collaborations, and capacity building in Africa. 

Mission:​
To conduct cutting-edge research, develop innovative cybersecurity solutions, and provide 
high-quality training programs that safeguard digital and physical infrastructures against 
evolving cyber threats. 

 

3. Membership and Governance 

The hub is managed by a multidisciplinary team of researchers, cybersecurity practitioners, and 
engineers, with expertise spanning network security, cryptography, AI for cybersecurity, and 
infrastructure resilience. 



Members: 

1.​ Dr. Vitalis Ozianyi – Hub Lead & Lecturer​
📧 vozianyi@strathmore.edu 

2.​ Harrison Talo –Teaching Fellow​
📧 htalo@strathmore.edu 

3.​ Tiberius Tabulu – Doctoral Fellow​
📧 ttabulu@strathmore.edu 

4.​ Humphrey Owuor – Doctoral Fellow​
📧 howuor@strathmore.edu 

5.​ Dr. Nelson Ochieng – Lecturer​
📧 nochieng@strathmore.edu 

 

4. Strategic Objectives 

i.​ Advance Research Excellence – Develop pioneering research in areas such as zero trust 
architectures, secure software-defined vehicles, blockchain for secure transactions, 
AI-driven threat intelligence, and post-quantum cryptography. 

ii.​ Capacity Building – Offer specialized training, certifications, and workshops to upskill 
students, professionals, and policymakers in the latest cybersecurity methodologies. 

iii.​ Industry and Government Collaboration – Partner with critical infrastructure 
operators, government agencies, and private companies to co-create security strategies 
and conduct joint threat analysis. 

iv.​ Policy Development Support – Provide expert input in national cybersecurity policies, 
critical infrastructure protection strategies, and data governance frameworks. 

v.​ Technology Innovation and Deployment – Create and test cybersecurity tools, 
simulation platforms, and incident response frameworks. 

 

5. Research Focus Areas 

The CSI Research Hub covers both foundational and applied cybersecurity domains. Key areas 
include: 

5.1 Critical Infrastructure Protection 

Critical Infrastructure Protection involves safeguarding essential systems and services that are 
vital to national security, economic stability, and public safety. This includes the protection of 
Industrial Control Systems (ICS) and Supervisory Control and Data Acquisition (SCADA) 
networks, which are critical for managing and monitoring industrial processes. It also entails 
securing smart grids and renewable energy systems against cyber-physical attacks that could 
disrupt energy distribution and supply. Furthermore, effective protection strategies encompass 



the development and application of risk assessment models for public transport systems and 
autonomous vehicles, ensuring resilience against emerging threats and vulnerabilities. 

 

5.2 Cybersecurity in Emerging Technologies 

Cybersecurity in Emerging Technologies focuses on developing and applying advanced security 
measures to protect next-generation digital systems. This includes establishing robust security 
frameworks for Internet of Things (IoT) ecosystems in smart cities, ensuring that interconnected 
devices and services remain resilient against cyber threats. It also involves leveraging blockchain 
technology for secure data sharing and supply chain verification, enhancing transparency, trust, 
and integrity across distributed networks. Additionally, artificial intelligence and machine 
learning models are employed for predictive threat detection, enabling proactive identification 
and mitigation of potential cyberattacks before they cause significant harm. 

5.3 Zero Trust Architectures 

Zero Trust Architectures emphasize a security model where no user, device, or application is 
inherently trusted, regardless of whether they operate inside or outside the network perimeter. 
This approach incorporates contextual access control tailored for dynamic and high-risk 
environments, ensuring that access decisions are based on real-time context such as user identity, 
device health, and activity patterns. It also employs micro-segmentation to isolate workloads and 
limit lateral movement within distributed systems, coupled with continuous authentication to 
verify user and device trustworthiness throughout each session, thereby minimizing the attack 
surface and enhancing overall resilience. 

5.4 Incident Response and Threat Intelligence 

Incident Response and Threat Intelligence focuses on strengthening an organization’s ability to 
detect, analyze, and respond to cyber threats effectively. This includes the development of 



real-time cyber threat intelligence platforms that provide actionable insights for proactive 
defense. It also involves training on Security Operations Center (SOC) best practices to enhance 
monitoring, incident handling, and coordinated response capabilities. Additionally, digital 
forensics and malware analysis play a crucial role in investigating infrastructure incidents, 
enabling the identification of attack vectors, mitigation of ongoing threats, and the development 
of preventive measures to protect against future compromises. 

6. Facilities and Capabilities (Work in progress) 

The CSI Research Hub is equipped with state-of-the-art facilities designed to support 
cutting-edge research, practical simulations, and specialized training in cybersecurity and critical 
infrastructure protection. At the core is the Cyber Range Laboratory, a secure, isolated 
environment that enables the simulation of large-scale cyberattacks, testing of defensive 
strategies, and replication of real-world threat scenarios without risking operational systems. 
This facility is vital for both research and capacity-building, allowing teams to experiment with 
advanced attack techniques and evaluate the effectiveness of countermeasures. 

The Security Operations Center (SOC) serves as a live environment for continuous security 
monitoring, incident detection, and coordinated response. Beyond its operational role, the SOC is 
integrated into teaching and research programs, enabling hands-on student training while also 
functioning as a SOC-as-a-Service for partner organizations. This dual purpose ensures both 
academic enrichment and real-world service delivery. 

The Penetration Testing Lab provides a dedicated space equipped with advanced vulnerability 
scanning tools, ethical hacking platforms, and red-teaming resources. Here, researchers and 
students can conduct controlled exploitation exercises, assess system weaknesses, and develop 
robust security strategies for a variety of environments, from enterprise networks to industrial 
control systems. 

Complementing these is the Data Analytics and AI Suite, which houses high-performance 
computing resources for large-scale data processing, machine learning model development, and 
real-time threat monitoring. This suite supports research in predictive analytics, anomaly 
detection, and AI-driven cybersecurity solutions, enabling the CSI Research Hub to stay at the 
forefront of intelligent security technologies. Together, these facilities form a comprehensive 
ecosystem for advancing cybersecurity knowledge, innovation, and operational resilience. 

7. Key Projects and Initiatives (Place holders will update once I receive an 
updated list from members) 

a) Strathmore Cybersecurity Operations Center (SOC) 

The Strathmore SOC is a fully operational facility that protects the university’s ICT systems 
from cyber threats, trains students and professionals in real-world SOC operations, and offers 
outsourced monitoring services to SMEs, public institutions, and NGOs. It combines institutional 
protection, hands-on capacity building, and SOC-as-a-Service to strengthen cybersecurity 
resilience locally and regionally. 



b) Critical Infrastructure Threat Intelligence Platform (CITIP) 

An AI-powered threat intelligence system designed to collect, analyze, and share real-time cyber 
threat data with critical infrastructure operators, enabling proactive detection, rapid response, and 
informed decision-making to protect essential services from emerging cyber threats. 

c) Secure Autonomous Vehicle Lab 

A specialized research initiative dedicated to advancing the cybersecurity of autonomous 
vehicles, with a focus on developing robust intrusion detection systems, securing 
vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I) communications, and implementing 
real-time risk assessment frameworks to ensure safe and resilient autonomous mobility. 

d) Zero Trust for National Infrastructure Pilot 

A collaborative project with government agencies and utility providers aimed at testing and 
validating adaptive Zero Trust security frameworks in industrial environments, enhancing access 
control, segmentation, and continuous authentication to protect critical national infrastructure 
from evolving cyber threats. 

8. Academic Integration 

The CSI Hub is deeply embedded in Strathmore University’s academic ecosystem, serving as a 
catalyst for experiential learning, research excellence, and industry engagement. It provides 
students at the BSc, MSc, and PhD levels with hands-on projects that translate theoretical 
concepts into practical applications, enabling them to work on real-world cybersecurity 
challenges in areas such as network defense, AI security, and infrastructure resilience. Faculty 
members and hub experts supervise student research across a broad spectrum of topics, including 
secure system design, threat intelligence, and emerging technology risk assessment, fostering 
innovative solutions with tangible industry impact. 
 
Beyond research, the CSI Hub enriches the academic experience through dynamic 
extracurricular activities such as guest lectures by industry leaders, hackathons that promote 
competitive problem-solving, and student-led security challenges that encourage creativity and 
collaboration. It also offers pathways to professional advancement by providing access to 
industry-recognized certifications in ethical hacking, cloud security, and risk management, 
equipping graduates with credentials that enhance their global employability. Through this 
integration, the CSI Hub not only supports the University’s academic mission but also 
strengthens its role as a leading center for cybersecurity education and innovation in the region. 
 

9. Partnerships and Collaborations 

The CSI Hub maintains robust and strategic partnerships that enhance its capacity to influence, 
innovate, and deliver impactful cybersecurity solutions. It works closely with government 
agencies such as the Communications Authority of Kenya (CA), the NC4, and critical sector 



regulators to align research and training with national cybersecurity priorities, strengthen 
incident response capabilities, and support policy development. Engagements with industry 
leaders across key sectors, telecommunications, finance, healthcare, and energy, enable the hub 
to address real-world security challenges, pilot solutions in live environments, and foster 
mutually beneficial knowledge exchange. 
 
On the global stage, the CSI Hub collaborates with international institutions to undertake joint 
research projects, facilitate academic and professional exchange programs, and secure 
co-funding for large-scale initiatives. These partnerships extend the hub’s reach, ensuring that its 
work remains aligned with global trends and best practices. Furthermore, by working with 
standardization bodies, the hub actively contributes to the development and refinement of 
international cybersecurity guidelines, promoting interoperability, resilience, and trust in digital 
systems worldwide. Through these multi-level collaborations, the CSI Hub positions itself as a 
central player in shaping both national and global cybersecurity landscapes. 
 

10. Impact and Future Directions 

Since its inception, the CSI Research Hub has been more than just a facility, it has been a catalyst 
for change in how cybersecurity is taught, researched, and applied. Over the years, it has 
empowered more than 1,000 students and professionals with hands-on skills and best practices, 
equipping them not just to meet but to shape the demands of a fast-evolving digital world. Its 
researchers and collaborators have contributed to leading cybersecurity journals, sharing insights 
that push the boundaries of current knowledge. On the ground, the hub has partnered with critical 
infrastructure operators to carry out in-depth vulnerability assessments, directly helping to 
strengthen the systems that keep society running. The innovation coming out of the hub is 
already making waves, with prototype tools developed here now being tested in real industry 
environments, bridging the gap between research and real-world application. 
 
Looking ahead, the CSI Hub is setting its sights even higher. The team is preparing to tackle 
some of the most pressing challenges on the horizon, like safeguarding infrastructure with 
post-quantum cryptography, developing AI-powered anomaly detection systems for the complex 
world of 5G networks, and creating cybersecurity frameworks that can keep autonomous 
vehicles and smart manufacturing secure. The vision is clear: to remain at the forefront of 
cybersecurity innovation, not just responding to threats but anticipating them, and to continue 
building the skills, tools, and collaborations that will keep people, industries, and nations safe in 
an increasingly connected future. 
 

11. Conclusion 

The CSI Research Hub is more than an academic initiative, it is a strategic driver of Kenya’s and 
Africa’s digital resilience in an era where cybersecurity has become inseparable from national 
security, economic stability, and societal well-being. By combining rigorous research, hands-on 
training, and forward-looking innovation, the hub serves as both a think tank and a practical 
solutions center for addressing the complex cyber challenges facing governments, industries, and 



communities. Its work in capacity building ensures that the next generation of cybersecurity 
professionals is not only technically skilled but also equipped with the strategic mindset needed 
to anticipate, mitigate, and respond to evolving threats. 

Through strong partnerships with government agencies, critical infrastructure operators, industry 
leaders, and international institutions, the CSI Hub extends its influence far beyond the 
university, shaping policy, guiding best practices, and setting new benchmarks for cybersecurity 
excellence in Africa. These collaborations amplify its ability to create real-world 
impact—whether through vulnerability assessments that directly strengthen national systems, or 
the development of cutting-edge security tools and frameworks that are ready for deployment in 
high-stakes environments. 

As digital transformation accelerates across the continent, the CSI Research Hub stands as a 
beacon of trust, innovation, and resilience. It embodies Strathmore University’s commitment to 
thought leadership, regional collaboration, and the creation of sustainable, secure digital 
ecosystems. With its blend of academic rigor, industry engagement, and community impact, the 
hub is not just preparing for the future of cybersecurity, it is actively shaping it. 

 


